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Abstract

The amount of data constantly being created is increasing with time; hence, it is

becoming more and more critical to protect the data from security mishaps. Every

organization needs a set of rules to protect its information and assets from internet

and external security breaches. Such rules are usually stated in a security policy

document. This document contains information about the security mechanisms

and technologies being implemented and also explains the roles and responsibilities

of every concerned employee. Information Security Policy Documents are receiving

great attention from researchers since the early 2000s. Although security policy

documents are the focus point of many recent research studies but there is very

little content on making the task easier. The very few available solutions are

either too complex and expensive or not very abstract. No concrete study has been

found that suggests any technique to find compliance of information security policy

documents to a standard template. In this study a technique is proposed which

identifies the compliance of any given Information Security Policy Document with

the standard template and calculate a compliance score which will help identify

the degree of deviation from the standard document. Data is collected from the

web resources of different healthcare organizations. The techniques used in this

experiment are Cosine Similarity Measure, Jaccard Similarity Measure and String

Similarity Measure. The final result is the weighted sum of these techniques. The

results are evaluated with the help of standard evaluation measures like accuracy,

precision, recall, f-measure. The results from user-based evaluation are considered

as gold standard. The scores of the proposed technique came out to be similar

to scores of user-based evaluations. The proposed technique is found to be 66%

accurate. This study opens doors for future research in different domains. Multiple

combination of similarity techniques can be applied and tested.
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Chapter 1

Introduction

1.1 Background

Every organization needs a set of rules to protect its information and assets from

internet and external security breaches. Such rules are usually stated in a se-

curity policy document. This document contains information about the security

mechanisms and technologies being implemented and also explains the roles and

responsibilities of every concerned employee. Some organizations prepare their

information security policy documents themselves while some organizations follow

the international security standards.

Due to lack of knowledge most of the time these documents contain loopholes. A

single gap in security policy can cause great damage so it is very critical for the

security policy to be complete and free of ambiguities. Development of security

policy is a huge task in itself, reviewing it is another.

1.1.1 Compliance

Compliance is defined as the state of meeting some rules or standards. In this

study, the word compliance refers to the degree of similarity of a document to

another document chosen as standard.

1
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1.1.2 International Security Standards

A standard is a published specification that establishes a common language, and

contains a technical specification or other precise criteria and is designed to be used

consistently, as a rule, a guideline, or a definition. Among other such organizations,

ISO and NIST are considered as the most authentic in the field of information

security as they are very comprehensive and refined. These organizations offer

paid certifications and security policy compliance checks to organizations wanting

to avoid security risks.

1.1.3 Developing an Information Security Policy Document

Whenever an organization develops an Information Security Policy Document it

can either use an already existing policy, e.g., the International Security Stan-

dards or it can develop its own customized Policy Document from scratch and

then evaluate it for any shortcomings. As the International Security Standards

are expensive and might not fit perfectly with every organizations policies, most

organizations opt for the second option. Not many tools are available to aid the

process of evaluation of such Information Security Documents. This study will be

helpful in solving this problem.

1.2 Motivation

Although security policy documents are the focus point of many recent research

studies but there is very little content on making the task easier. Most of the

studies emphasize on the development of a flawless security policy or on the man-

agement of the security policy. The theme of this research is to check the com-

pliance of the security policy document with a standard document. Information

Security policy developers will benefit from this work. Organizations will be able

to check the legitimacy of their security policy documents very easily by using this
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technique. Generally, this study will help to improve security of organizations so

it can be considered an addition to the field of information security technology.

1.3 Problem Statement

Information Security Policy Documents are presently the topic of interest of re-

searchers but the in-depth analysis of the literature shows that previous research

lacks any technique to solve the problem of non-compliance of information security

policy documents with standards of security by identifying a compliance score. In

this research, a technique is proposed which can solve this problem.

1.4 Research Problems

The above problem statement raises some research questions, which are stated

below:

Q1: What are the various techniques being used for the calculation of document

similarities and how they can be combined to build a security policy com-

pliance finding model?

Q2: How document compliance finding model can be evaluated for better accu-

racy?

1.5 Research Methodology

The methodology of this research work is based on the experimental research

method and it comprises of three main phases:

1. Exploratory

2. Implementation

3. Evaluation
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1.5.1 Exploratory

This phase consists of a detailed study on the topic and review of the relevant

literature found. This is done to identify the significance of the problem and find

the shortcomings in already present solutions (if any).

1.5.2 Implementation

This phase is based on execution of the proposed solution. The proposed technique

is implemented and compliance score of different documents is calculated.

1.5.3 Evaluation

The last phase of this research is the evaluation of the results computed from the

proposed technique. The results computed from the proposed technique are dis-

cussed and compared. The purpose of this evaluation is to check the authenticity

of the created tool.

1.6 Thesis Organization

In Introduction chapter, a brief overview about the topic is given and the problem

is explained. The significance of the problem and research methodology is also

discussed.

The chapter of Literature Review includes the findings of detailed literature survey

that is performed to identify the implication of the problem. The content of chapter

2 answers the Research Question 1. The reviewed literature is discussed in detail

and relevant information from the already existing literature is also added.

The Chapter 3 presents the step-by-step solution of the problem. A new technique

is proposed that is expected to give best results as compared to techniques that

are already being used, addressing the Research Question 2. The architecture of
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the designed technique is discussed along with the techniques being used to solve

the problem.

The Chapter 4 discusses the final results calculate after implementation of the

proposed solution show the performance of the proposed technique. These results

are then evaluated in two steps, i.e., user-based testing and evaluation measures

like precision, recall etc., thus solving the research question 3.

The findings of this study are concluded in the last chapter. The significance of

the problem and its proposed solution is explained according to the results found

in chapter 5. Future work is also suggested.



Chapter 2

Literature Review

2.1 Introduction

As the technology is progressing, the amount of data constantly being created is

increasing; hence, the value of this data is also rising. It is becoming more and more

critical to protect the data from security mishaps. Information Security Policy

Documents are receiving great attention from researchers since the early 2000s.

Research is being performed in different directions about the information security

policy documents but after exhaustive research, it can be said that not much

attention is being paid on the problem of information security policy compliance.

Most researchers focus on the development and implementation of sustainable

information security policies.

Another area which is being heavily researched is the management of the informa-

tion security policy document, effectively communicating the policies to employees

and making them follow the policies.

2.2 Survey Questions

The detailed literature review is performed on the basis of the following questions:

6
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Q1: Explore the available techniques to find compliance for security policy doc-

ument and the Similarity Measures are being used in them.

Q2: Study the necessary policy requirements of an information security policy

document.

Q3: Review the commonly used techniques for the calculation of similarity be-

tween documents.

Q4: Study the existing research on Information Security Policy Documents that

suggest implementation of an automated tool for identification of policy com-

pliance.

2.3 Surveyed Techniques

The literature analysis is focuses mainly on three topics. First; literature about

compliance identification between documents, more importantly information se-

curity policy documents, second; studies about information security policy docu-

ments, their development, necessary requirements and the methods being used to

validate these documents, third; the present literature about similarity techniques

being used or studied to calculate document similarities.

In total, 40 research papers and 2 thesis documents have been studied, out of

which 35 literature artifacts are found to be most relevant. Some of these are

further discussed in detail in the following text.

2.3.1 Document Compliance Techniques

Buthelezi and Van [1] mentioned that ambiguity found in security policies can lead

to non-compliance. Content Analysis performed on data collected from security

policy documents from different organizations suggested that the policy writers

should make a cognizant effort to express the policy statements explicitly with

sufficient detail. It also proposed for future researchers to investigate methods for
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resolving ambiguities in information security documents with the help of software

development.

Compliance identification with a standard template is not a new concept. It has

been used in previous studies [2–4]. One of them proposed a compliance checking

system where documents were compared with given templates. But it did not

deal with security policy documents, it basically checked the compliance of IT

services business contract documents to templates. It used vector space similarity

measure for calculating document similarity. Two different techniques are used

to compare contracts to templates to identify top candidate templates for more

detailed analysis. Each technique depends on a term vector representation of a

document. In one case, cosine similarity was used, whereas in the other case Latent

Semantic Indexing was used for dimensionality reduction before applying cosine

similarity. The prior discussed study is further enhanced in another study [5] where

it is divided into three modules. The foremost measured the extent of compliance

of original contracts to the standard templates. While the second module analyzed

the compliance of those contracts which had adequate nonconformities and then

the patterns of these nonconformities which were being repeatedly observed in the

results were analyzed for every template. The last module analyzed the contracts

which showed no compliance whatsoever and distinguished sets in the selected

contracts such that items of every set must possess adequate similarity to each

other to so that they can be considered for development of new templates for

every set.

In this research, it is intended to calculate weighted similarity using multiple tech-

niques. If the similarity between documents is based solely on matching phrases,

and not single-terms at the same time, related documents could be judged as non-

similar if they do not share enough phrases [6]. During the process of document

clustering, a new similarity measure, i.e., Document Index Graph was introduced

to calculate phrase-based similarity from a document by indexing the contents of

document while preserving the sentence structure in the original document, cosine

correlation similarity measure for the single term similarity. And then similarity

based on the weights of both single word and phrase-based similarity measures
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was calculated. This study also proposed that the accuracy of similarity calcula-

tion between documents can be further improved by employing different similarity

calculation strategies in future.

The present literature also contains study which suggest developing a computer-

ized tool for information security policy documents [7]. This study aimed to elicit

a set of requirements, anchored in existing ISP research, for computerized tools

that support ISP design. Similarly, [8] Rostami et al., surveyed present studies

about the conduct of information security policy (ISP) to scrutinize the amount

of proposed manual and computerized support, and also their techniques and pro-

cedures. It concluded that for the management of the Information Security Policy

generally only manual support is suggested in the prevailing literature. [9] Com-

puterized support is a rarely discussed domain. It proposed for future researchers

to further implement computerized tools for the management of Information Se-

curity Policy, e.g., procedures that include design science and action research.

It has been found that many small, medium and micro enterprises (SMMEs) do

not comply with sound information security governance principles, specifically

those principles involved in drafting information security policies and monitoring

compliance, mainly as a result of restricted resources and expertise [10]. Research

has suggested that this problem occurs worldwide and that the impact it has on

SMMEs is great. Another research work is found which introduced a software

program to demonstrate the information security governance models practical fea-

sibility, called The Information Security Governance Toolbox (ISGT) [11].

In the studied literature, one of the research artifacts suggested a model to com-

pare the low-level security policy to a high-level security policy on the basis of

compliance between them. Another very similar study is found which the same

problem is discussed but the solution is very different [12]. The administrative and

security metadata was considered while building this framework. The refinement

of high-level concepts to was reinforced with the results of refinement calculus so

that the refinement patterns and their properties prove to be effective and authen-

tic. The two security policies are said to be in compliance if a valid refinement

path can be detected from the high-level security policy to the low-level security
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policy. This framework could spot defilements of security policies, negligence to

complete requirements, and competence and modal conflicts.

Automated systems always prove to be more efficient as compared to manually

doing the same task. A study about Distributed security policy conformance -

[13], found that manual attempts to audit distributed systems are tedious, error

prone, and potentially vulnerable to insider attacks or credential theft. Therefore,

it suggested that the formalization of security policies and the use of hardened

automated systems that validate compliance can improve the quality and efficiency

of this auditing process.

A Systematic Literature Review about Information Security Policy Compliance

[13] found that there is a lack of study about an evaluation of information security

policy compliance using specific metric and need to enhance the model of infor-

mation security policy compliance with organizational theories. It suggested for

future work to develop instruments that can be used to measure compliance with

information security policies.

A comparative study of ontologies-based ISO 27000 series security standards [14]

presented security guidelines and best practices in term of concepts and their rela-

tionships for effective exploitation, reuse and comprehension of security standards

in any organization. It stated that there is still a need to develop a unified security

ontology covering all relevant security concepts, incorporating several requirements

from ISO 27000 series, following a well-defined methodology and ensuring the as-

sessment and validation of the security ontology. Standards contain of a vast

quantity of material. For instance, the international security standard ISO 27000-

series comprises of 450 objects with 9 areas of emphasis. Small- and medium sized

businesses hardly ever completely apply these security standards which results in a

lag to ad-hoc applications [15]. There is no straightforward or simple tool available

to be used by small- and medium sized organizations. Impending implementation

of industrious tool or technique to enumerate the level of information security is

looked-for and along with these, procedures to combine them on the basis of vital

security pointers.



Literature Review 11

Another method which is frequently discussed in the literature studies is the use of

benchmarking for selecting a standard for information security policy documents.

An an easy approach for organizations to select a suitable information security

policy for them is the use of benchmarking [16, 17]. But choosing an appropriate

organization as a benchmark is a difficult task because of the dearth of quantifiable

procedures for benchmarking. It suggested that scholars should shed light on

the subtleties of heterogeneous organizations that share comparable features of

ISSP. Another such study proposed an artifact for the benchmarking technique of

information security policy. The proposed model enables the execution of effective

information security policies. It can be used by the organizations to evaluate and

benchmark information security policies [18]. This artifact is abstract as it can

be implemented for any security policy within the ISO set of security standards.

The artifact can also be applied on different referent groups. Security compliance

generally indicates the compliance with industry accepted security standards such

as NIST, ISO 270001/27002, HIPAA, PCI, etc. A thesis [19]. proposed a model

that measures security compliance of CSP with the major international standard

organization against data breaches threat. Semantic similarity measure is used to

measure compliance.

2.3.2 Information Security Policy Documents

Writing style and way of communication of the policy to user is also as important

as the technical details [20]. A huge number of research artifacts have discussed

the important steps in the formulation of an effective security policy and im-

plementation of a security policy document. The important points that must be

included in an information security policy document according to the international

security standards are discussed in many already existing research discussions and

surveys [21–23]. Research discussed essentials of a security policy, its writing pro-

cedures and guidelines and its implementation at every level in an organization

[a2014impact]. A research study [24] proposed a model for the development of

an information security policy in modern organizations based on recommended

practices from a sample of certified information security professionals. The model
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provided relevant guidance for practice and theoretical insight for research. The

proposed process model represented a generalized framework rather than a specific

model for a single company.

For state-of-the-art ISP development, the focus should shift more toward organization-

specific information security needs, as the direction of the current research is still

lacking contributions that would show how contextual factors could be successfully

integrated into ISP development [25]. Studied literature discussed the need to an-

alyze and validate security policies [26]. It proposed a system to analyze security

policies based on deductive spreadsheets using role-based access control. In the

e-business arena, firms must have information security policy. The typical objec-

tives of security policy and the technical portions of information security amenities

i.e., Non-Reputation, Integrity of Data, Authorization and Privacy Authentication

are found in previous research [27]. In addition to that, the technologies to im-

plement these well-known services, I.e., Symmetric cryptography and Asymmetric

cryptography, are also discussed.

Enforcing database security policies ensures compliance with regulations that may

be governing an organization [28]. This research discussed many solutions for pre-

venting data breaches, one of those solutions is by enforcing database security

plans and policies. To ensure routine checks are performed to uncover any devia-

tions from a documented system baseline such as in a System Security Plan (SSP)

are reviewed and justified.

Tuyikeze et al., suggested [29] that many organizations are able to define and

meet their basic requirements by following a set of reasonable, standard principles

in a structured way. Implementing an optimized information security policy is

not an easy task, organizations go through some common pitfalls. Following a

roadmap for information security policy development might promote sustainabil-

ity [30]. An Information Security Policy Development Life Cycle (ISP-DLC) was

one such proposition. Using this security policy life cycle will provide a framework

to help organizations ensure that the necessary steps for security policy develop-

ment are performed consistently over the life of the policy and that the policies
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are complied with [31]. An effective information security policy can be very ben-

eficial as it can help to avoid insider threats [32]. The proposed model, for the

formulation, implementation and enforcement of an information security policy in

an organization, in the studied literature provided the different dimensions that

a specific organization needs to take into account during the information security

policy development and implementation process. It ensured both comprehensive

and sustainable information security policies.

The impact of executing and properly implementing policies and procedures can

determine success or failure for information security [33]. Reviewed literature

described important topics regarding information security policies, i.e., Developing

effective policies and procedures, Internal control, risk assessment, risk control,

disaster recovery and business continuity [34].

Previous literature identified information security policy as one of the three key

success factors of information systems security, while the other two being manage-

ment support and information security education, training and awareness. It also

discussed that these security policies must be developed properly in order to get

complete compliance by employees. A research recommended that the implemen-

tation of proposed theoretical models is particularly necessary [35].

Many research articles suggested a generalized policy for information security to

be used in organizations. One such research identified potential security policies

that can be implemented for cyberspace by organizations. These identified policies

can be used as a blueprint for organization cyber security practices [36]. Another

research proposed a step-by-step comprehensive process for security policy devel-

opment and implementation. It discussed the importance of security policy in

higher education and how its development different from security policy develop-

ment of corporate organizations [5].

A research paper explained in detail the different steps in the information security

policy development. It proposed a policy design framework for network security

[37]. Different security policy development techniques and lifecycles have been

compared and exhaustively reviewed in the literature.
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2.3.3 Similarity Measurement Techniques

The studied literature also contains research works about the techniques that

will be used in this research study. There are primarily four types of tests that

can be used to determine document similarity [38]. These are binary similarity

models, count similarity models (Jaccard and Cosine measures included), LSA

similarity models, ontology-based similarity models. Another survey discussed

the use of different text similarity approaches, i.e., String-based, Corpus-based

and Knowledge-based [39]. Many metrics, such as Euclidean distance-based met-

ric, Cosine, Jaccard, Dice, JensenShannon Divergence-based metric, have been

suggested in recent years to deal with various forms of information retrieval and

problems with natural language processing [40], [41]. Among the existing metrics,

Cosine, which measures the angle between two vectors, is the most popular one. It

is effectively calculated as dot-product of two normalized vectors. [42]. Similarly,

cosine similarity, and a mixture of Jaccard similarity and cosine similarity were

used in the Jaccard similarity process.

The significance of the similarity of the two names is predicted to increase by inte-

grating the two similarities [43]. Traditional document clustering techniques rely

heavily on the presence of keywords and the number of times they appear. The

majority of term frequency dependent clustering techniques treat documents as if

they were a bag of terms, ignoring the essential relationships between the words in

the text. Phrase based clustering techniques also capture only the order in which

the words occur in a sentence rather than the semantics behind the words [44, 45].

One more such survey discussed several algorithms of different text similarity ap-

proaches, i.e., String-based, Corpus-based and Knowledge-based, including Cosine

similarity, Euclidean distance and Jaccard similarity. One more important thing

mentioned in this survey is that hybrid text similarity approaches give better re-

sults as compared to their results when used separately [46]. There are two types

of similarities, one of them is textual and the other one is semantic. Most of

these surveys focus on the textual similarities. Existing studies only consider the

textual similarity but do not consider the semantics behind the data [47]. Some
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researchers even suggested new and improved versions of the already present tech-

niques. For instance, a new method for calculating semantic similarities between

documents was proposed. It was based on cosine similarity calculation between

concept vectors of documents obtained from a taxonomy of words that captures

IS-A relations [48]. It had same time complexity as cosine similarity but gave bet-

ter results. In another research, a new similarity measurement technique, called

improved sqrt-cosine (ISC) similarity, which was based on Hellinger distance, was

proposed [49]. It was very similar to cosine similarity approach but instead of us-

ing Euclidean distance it used Hellinger distance and performed very well for high

dimensional data. Another study analyzed several different similarity measures

by applying them on different kinds of datasets and concluded that there were

no or very less noise points in clusters created by Jaccard and Cosine functions,

Euclidean function had some noise points while clusters built using correlation

functions had a lot of noise points [50].

2.4 Conclusions

After the exhaustive research, it can be concluded that the problem discussed in

this study is valid. The answers of survey questions found in the above literature

review can be concluded as:

1. The very few available solutions are either too complex and expensive or not

very abstract. No concrete study has been found that suggests any technique

to find compliance of information security policy documents to a standard

template.

2. Even though technique for compliance identification of ISPD is not found in

literature but compliance identification between documents is a commonly

discussed topic and some common Similarity Measures are being used in

them. [5] checks compliance of a document with a template but the doc-

ument being checked is a business contract. [12] checks compliance of a

low-level security policy document to a high-level security policy document
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by the use of calculus. Literature also contains research that discusses several

techniques.

3. There are many artifacts containing comparisons of different policy devel-

opment lifecycles and several surveys on key points that must be in an or-

ganizations security policy document according to the international security

standards.

4. Many studies which suggest developing a computerized tool for information

security policy documents. Therefore, this research problem proves to be an

important addition to the field of information technology.



Chapter 3

Proposed Research Technique

3.1 Introduction

This section proposes a technique to solve the problem of non-compliance of infor-

mation security policy documents with the necessary security standard by calcu-

lating the similarity between a standard document with various test documents.

Standard document is a document that is being considered as a reference to find

the similarity between two documents. Test document is the document which will

be compared to reference document to obtain its similarity score with the standard

document. The documents considered for this study are chosen from the health

domain. The comparison is done both rhetorically and on the basis of contents,

to find out the extent of similarity score.

3.2 Experimental Setup

3.2.1 Programming Language

For the implementation of this experiment, Python programing language is used.

It is a powerful language as it contains several built-in libraries for the purpose

of text manipulation and comparison. It is most suitable because along with the

17
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useful libraries it is also very easy to implement and run with minimum system

requirements.

3.2.1.1 Libraries and Methods

The Natural Language Toolkit 1 commonly abbreviated as nltk is a package which

contains many methods and libraries for statistical and lexical analysis of natural

language. The implicit methods for preprocessing of text, i.e., removal of stop

words, tokenization (nltk.tokenize), dictionary for synonym identification (word-

net) etc., come within its installation package. Wordnet is a lexical dictionary of

English language. It groups different words into synsets which are similar to each

other. 2

The python library python-docx 3 and the PDF Toolkit abbreviated as PyPDF2

4 consist of various useful functionalities like extracting distinguished information

from documents, splitting them in parts, merging or cropping them etc. It is used

to extract headings and text from the documents.

3.2.2 Tools Used

The tool used for the implementation of this experiment is Google Colab.

 

Figure 3.1: Frontend of Google Colab

1https://www.nltk.org/
2 https://www.nltk.org/howto/wordnet.html
3https://python-docx.readthedocs.io/en/latest/
4https://pythonhosted.org/PyPDF2/
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It is one of the major useful platforms for implementing Python projects as it has

pre-installed libraries and it allows users to save the code in the form of Jupyter

notebooks on cloud and access or execute it anywhere through a browser.

3.2.3 Machine Configuration

The system used to execute the project is Dell i5

Processor: 5th Generation Intel Core i5-5200U Processor (3M Cache, up to 2.70

GHz)

Operating System: Windows 10 Pro

Web browser: Google Chrome

3.3 Selection of Documents

All of the documents involved in this experiment come from the domain of health

sector. Information Security Policy Documents from various reputable and gov-

ernment organizations are easily available on the internet. The importance of

security standards in health domain is underrated as a single security breach in

such a system can put lives of stake. Focusing on a single domain is beneficial as it

is giving more accurate results. 5 such documents are selected for this experiment.

One of them is chosen as the standard template, rest of them are kept for the

testing. All of the documents are docx files.

3.3.1 Standard Template Document5

The document selected as standard is a template provided by National Learning

Consortium (NLC) 6 and it is developed by the Privacy & Security team of Health

Information Technology Research Center (HITRC). This American organization

is known for designing knowledge and resources to support healthcare providers

5https://www.healthit.gov/sites/default/files/tools/info security policy template v1 0.docx
6https://www.healthit.gov/topic/health-it-resources
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and health IT professionals. The standard template was thoroughly reviewed for

any shortcomings on the basis of reviewed literature [24, 51] about important

security standards in policy making and available knowledge about international

standards of security policies. There are various reasons of choosing this document

as standard, the first and foremost being the length of this document. As it is the

most comprehensive, it contains maximum of the important headings that must be

present in any information security document of a healthcare organization. This

document is found close to the knowledge gathered about international security

standards in this study. The organization that created the document is a reputable

government organization known for producing documents and tools that aid in

increasing the security of healthcare organizations.

• Last reviewed in 2011

• Total number of pages: 94

Figure 3.2: Table of Contents (1) of Standard Document
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Figure 3.3: Table of Contents (2) of Standard Document
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Figure 3.4: Table of Contents (3) of Standard Document

Figure 3.5: Table of Contents (4) of Standard Document
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3.3.2 Test Documents

The details of the 10 test documents are as follows:

Test 1 7: IT security policy document of Portsmouth Hospital NHS Scotland

Information Security Policy document. 8

• Based on international security standard ISO17799

• Last reviewed in 2020

• Total number of pages: 23

Figure 3.6: Table of Contents (1) of Test1 Document

7https://www.porthosp.nhs.uk/about-us/policies-and-guidelines/policies/
Management/IT%20Security%20Policy.docx

8https://www.porthosp.nhs.uk/
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Figure 3.7: Table of Contents (2) of Test1 Document

Figure 3.8: Table of Contents (2) of Test1 Document
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Test 2 9: IT security policy document of department of health of Government of

Western Australia. 10

• Based on international security standard ISO/IEC 27002

• Last reviewed in 2020

• Total number of pages: 24

Figure 3.9: Table of Contents (1) of Test2 Document

9https://ww2.health.wa.gov.au/About-us/Policy-frameworks/Information-Management
10https://ww2.health.wa.gov.au/
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Figure 3.10: Table of Contents (2) of Test2 Document

Figure 3.11: Table of Contents (3) of Test2 Document
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Test 3 11: IT security policy document of Swiss Personalized Health Network 12

• Based on SPHN Ethical Framework for Responsible Data Processing

• Last reviewed in 2018

• Total number of pages: 21

Figure 3.12: Table of Contents of Test3 Document

Test 413:IT security policy document of Mid Essex Hospital Services NHS Trust

14

• Based on NHSLA standards 3.9

11https://sphn.ch/wp-content/uploads/2020/01/sphn information security policy v1.pdf
12https://sphn.ch/
13https://www.scribd.com/document/395625271/BASIC-SECURITY-MEASURES-FOR-

GUARDS-IN-FACILITY
14https://www.meht.nhs.uk/
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• Last reviewed in 2014

• Total number of pages: 18

Figure 3.13: Table of Contents (1) of Test4 Document

Figure 3.14: Table of Contents (2) of Test4 Document

Test 5 15: IT security policy document of eHealth Ontario, a 21st-century gov-

ernment agency providing high-quality health care services 16

15https://www.ehealthontario.on.ca/files/public/support/Information Security Policy EN.pdf
16https://ehealthontario.on.ca/en
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• Last reviewed in 2019

• Total number of pages: 22

Figure 3.15: Table of Contents (1) of Test5 Document

Figure 3.16: Table of Contents (2) of Test5 Document
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Figure 3.17: Table of Contents (3) of Test5 Document

Test 6 17: IT security policy document of Mid Essex Hospital Services NHS Trust

• Last reviewed in 2018

• Total number of pages: 16

17http://stellarhealthcare.net/images/policies/Information Security Policy Stellar Healthcare
v1.0 Final.doc
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Figure 3.18: Table of Contents of Test6 Document

Test 7 18: IT security policy document of NHS Scotland.

• Based on ISO17799

• Last reviewed in 2005

• Total number of pages: 108

18https://www.ehealth.scot/wp-content/uploads/documents/standard-security-policy-and-
standards.doc#: :text=It%20is%20the%20Policy%20of,legislative%20requirements%20will%20be%20
assured.&text=Information%20security%20training%20will%20be%20available%20to%20all%20staff.
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Figure 3.19: Table of Contents (1) of Test 7 Document
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Figure 3.20: Table of Contents (2) of Test 7 Document
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Figure 3.21: Table of Contents (3) of Test 7 Document
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Figure 3.22: Table of Contents (4) of Test 7 Document
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Test 8 19: IT security policy document of Frimley Health Foundation.

• Last reviewed in 2020

• Total number of pages: 23

Figure 3.23: Table of Contents of Test 8 Document

Test 9 20: IT security policy document of UCLA Medical Center.

• Last reviewed in 2020

• Total number of pages: 7

19https://www.uclahealth.org/compliance/workfiles/HS%20Policies/HS9450-
InformationSecurity.pdf

20https://www.fhft.nhs.uk/media/4234/information-security-policy.pdf



Proposed Research Technique 37

Figure 3.24: Table of Contents (1) of Test 9 Document
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Figure 3.25: Table of Contents (2) of Test 9 Document

Test 10 21: IT security policy document of Queensland Hospital.

• Last reviewed in 2014

• Total number of pages: 3

21 https://www.health.qld.gov.au/ data/assets/pdf file/0041/859595/qh-pol-468.pdf
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Figure 3.26: Table of Contents of Test 10 Document
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3.4 Proposed System Architecture

The similarity score is calculated with the help of three different techniques; Co-

sine Similarity Measure, Jaccard Similarity Measure and String-based Similarity

Measure. The output of this experiment is the similarity score of test document

as compared to the standard document. This similarity score is the weighted sum

of all three above mentioned techniques.

Figure 3.27: System Architecture Diagram

The architecture diagram shows the flow of the proposed technique. In the first

step, text is extracted from the documents. This solution is scalable. It can be

given any number of documents and it will compute the expected results in the

same way. After the preprocessing, vectors are created from the extracted text.

These vectors are taken as input to calculate similarity scores from cosine measure

and Jaccard measure separately. The headings from the documents are extracted

with the help of python library python-docx.

Firstly, these headings are compared phrase by phrase. Then, with the help of

WordNet dictionary, headings are compared on the basis of synonyms or synsets.

An average of scores of exact phrase matching and synonym-based similarity is

calculated.
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Before combining the scores from cosine similarity, jaccard similarity and string

similarity, these scores are assigned weights in order to normalize the result. String

similarity measure is assigned the maximum weight, i.e., 0.6, while both of the

other two similarity measures are assigned a weight of 0.2 each. The weighted

sum of all three techniques is the final similarity score.

3.4.1 Structural Similarity Calculation

The rhetoric or structural similarity between the documents is calculated by

ontology-based comparison of the headings of the documents, by exact phrase

matching and also lexically, so that the similarity score is not affected even if the

headings have different words but they are similar in meaning. Headings from the

documents are extracted using the python library, python-docx. For the word-to-

word analysis, string matching is used.

WordNet library is a lexical database of semantic relations between words in nat-

ural languages. It is used to check if the content of headings is similar in meaning

even if they dont match as strings. The advantage of using WordNet is that it

contains words and relationships that are highly accurate, because it was manually

constructed.

3.4.2 Content-Based Similarity Calculation

Content-based similarity between the documents is calculated with the help of

vector space-based count similarity metrices, i.e., Cosine Similarity Measure and

Jaccard Similarity Measure. Cosine Similarity is calculated by finding out the

angle between two vectors. When both vectors are equal, the cosine similarity

index is 1, when both vectors are perpendicular, the cosine similarity index is 0

and it is -1 when vectors are completely opposite. Cosine similarity is basically the

angle of deviation of one vector from the other. The reason for using this measure is

that it calculates the similarity based on the direction of the vector rather than its

magnitude, which means that the comparison of two documents will give efficient
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results even if they are very different in lengths. Jaccard similarity is calculating

by dividing size of intersection over size of union. Its value varies between 0 and

1. Both of these techniques are used simultaneously instead of choosing one of

them to get accurate results as Jaccard similarity is more suitable for cases where

duplication of words does not matter but cosine similarity takes duplication in

account calculating text similarity. A weighted sum of all of the above-mentioned

techniques gives the final similarity score.

3.5 Proposed Solution

The proposed solution is calculated on the basis of scores from all three techniques

mentioned in the system architecture. The main steps involved for the calculation

of similarity score are as follows:

1. Extract text from documents

2. Preprocessing of the text

3. Text Vectorization

4. Calculation of string-based similarity

5. Calculation of Cosine Similarity

6. Calculation of Jaccard Similarity

7. Calculation of weighted sum-based similarity calculation

3.5.1 Extract Text from Documents

As the documents under consideration are in word format, extracting text from

them was very easy using the Python libraries like python-docx and PyPDF2. The

pre-installed Python libraries helped to separate headings from the text.



Proposed Research Technique 43

3.5.2 Preprocessing of the Text

D 

v 

Tokenization (nltk) 

Removal of Stop Words (nltk) 

Removal of Punctuation (nltk) 

Text Vectorization (nltk) 

Figure 3.28: Preprocessing

Once the text is extracted and discerned, the second step is the preprocessing.

Preprocessing can be defined as filtering the text and bringing it in such a form

which is easier to manipulate. It consists of various steps like removal of unwanted

words, removal of punctuation and tokenization. Tokenization refers to dividing

the text into smaller one- or two-word parts. The tokenizer punkt of nltk is used

for this purpose.

3.5.3 Text Vectorization

The purpose of text vectorization in natural language processing is to characterize

the text into numerical form so that its manipulation becomes easier. In this

process, each token is mapped to a corresponding vector of real number. There

are various approaches of text vectorization which are used while analyzing text

similarity.

3.5.4 Calculation of String-Based Similarity

The string-based similarity score is calculated in two steps. First the headings

of the test document are compared to the headings of standard documents by
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exact phrase matching. In the next step, both phrases are again compared to each

other on the basis of their synonyms. This is done with the help of the wordnet

library of the nltk package. If a string does not match the other string but its

synonym is found in the second string, it can be detected in this step. In the final

step, an average score is calculated by adding both of the previously calculated

scores. Along with word-to-word comparisons, the meanings of both strings are

also checked for similarity to get more accurate results.

3.5.5 Calculation of Cosine Similarity

Cosine similarity measure is calculated irrespective of the size of documents be-

cause it focuses on the angle between two vectors, so even if both documents have

different sizes, this measure will still give accurate results. The score calculated by

this measure will have a value between 0 to 1. The mathematical formula found

in literature for the calculation of cosine similarity is as follows:

Cosine Similarity (A, B) =
A.B

||A| × |B||
(3.1)

cosθ =

∑n
1 aibi√∑n

1 a
2
i ×

√∑n
1 b

2
i

(3.2)

Where a.b is the dot product of the two vectors.

3.5.6 Calculation of Jaccard Similarity

Jaccard Similarity is defined as the size of the intersection divided by the size of

the union of two sets. It is used to calculate the similarity between any two objects,

in this case, documents. Similarity is measured by dividing the intersection of the

items by the union of items.

The score calculated by this measure will have a value between 0 to 1. The value 1

means that both documents have maximum similarity A=B and the value 0 means

that both documents are disjoint and completely different. The mathematical

formula found in literature for the calculation of Jaccard similarity is as follows:
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Jaccard Similarity (A,B) =
|A ∩B|

|A|+ |B| − |A ∩B|
=
|A ∩B|
|A ∪B|

(3.3)

3.5.7 Weighted Sum-Based Similarity Calculation

The scores calculated from cosine similarity measure, Jaccard similarity measure

and string similarity measure are then assigned some weights. The total sum of

these weights is 1. String similarity measure is assigned the maximum weight, i.e.,

0.6, while both of the other two similarity measures are assigned a weight of 0.2

each. Proposed formula for calculation of Similarity Score of each document:

Sim(D1,D2) = Csim + Jsim + Ssim (3.4)

Csim = CosineSim(D1, D2)×W1 (3.5)

Ssim = StringSim(D1, D2)×W3 (3.6)

Where; w3 < w1 & w2 (3.7)

In this experiment, string-based similarity is being calculated solely on the basis

of headings of the document, i.e., structure of the document. As the size of input

is increased, the noise in results also increases because of irrelevant terms. Overall

content may contain some irrelevant terms which can hinder the results but the

chance of noise is very low in case of exact phrase matching of the headings. For

this reason, string-based similarity measure is given the maximum weight.

The weighted sum computed at the end of this experiment is the final result.

A similarity score is calculated against every test document and the results are

compared in the next chapter.The results are evaluated on the basis of user-based

study. The four measures used for user-based evaluation are accuracy, precision,

recall and F-Measure.



Chapter 4

Results and Discussion

This chapter provides thorough discussion on the experiment and results achieved

by implementation of the methodology discussed in the previous chapter. More-

over, comparison of similarity techniques with proposed technique is also presented

in the chapter.

4.1 Data Collection

The data used in this experiment is in the form of word documents. In order

to choose the right documents for the study, exhaustive web search is performed.

Information Security Policy Documents from various domains are available on the

web but only a single domain is focused in order to get more precise results. The

chosen domain for this experiment is health sector. Security in health organizations

is a topic of growing interest. Many health organizations have just started learning

and adopting security procedures. The security policy documents from authentic

sources of healthcare are easily available. Out of many such documents, only 11

documents are shortlisted after thoroughly reviewing them.

The documents that are finally chosen for the experiment are collected from the

websites of National Learning Consortium (NLC) [1], NHS Scotland [2], Portsmouth

1https://www.healthit.gov/
2 https://www.scot.nhs.uk/
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Hospital [3], Stellar Healthcare Organization [4] and Swiss Personalized Health

Network [5], etc.

4.2 Documents Preprocessing and Data Extrac-

tion

Most of the documents found were in PDF or word format. Python libraries can

be used to easily extract different types of data from a single file. Out of 11

documents, 8 documents were already in word format while 3 documents were in

pdf format. In order for data to be uniform, only word (.docx) documents were

used.

Three documents that were not already in word format are be converted from

PDF to words with the help of the tool PDFtodocx. The Python libraries used

for the extraction of text from the documents are python-docx and PyPDF2.

4.3 Text Preprocessing

The text extracted from the documents is further preprocessed to filter out any

noise in it in order to get more accurate results. The preprocessing of text consists

of 4 steps. At first, the text is tokenized using built-in tokenizer of the nltk library.

The tokenizer divides the text into smaller chunks which are easier to manipulate.

After the tokenization, useless words, which might hinder the overall result, from

the text are removed. These words are referred to as stop words e.g., ”is”, ”an”,

”the”, etc. In the 3rd step, punctuation marks from the text are removed. The

filtered tokens are then converted into vectors for further processing. Every token

is mapped to a number during text data vectorization. Example code is given

below.

3https://www.porthosp.nhs.uk/
4http://www.stellarhealthcare.net/
5https://sphn.ch/
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Figure 4.1: Preprocessing; removal of punctuation

4.4 Similarity Techniques

3 different similarity techniques are used in this experiment. The new proposed

technique is the weighted sum of all of these techniques. Results of all of these

techniques when used separately, and combined is explained further.

4.5 Cosine Similarity Measure

Term vectors from each document are compared to term vectors of the sample

document one-by-one on the basis of the following mathematical equation:

Figure 4.2: Cosine Similarity Calculation Python

4.6 Jaccard Similarity Measure

Term vectors from each document are compared to term vectors of the sample

document one-by-one on the basis of the following mathematical equation:
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Figure 4.3: Jaccard Similarity Calculation Python

4.7 String Similarity Measure

The headings from each document are compared to the headings of sample doc-

ument in two steps. This similarity score only focuses on the headings in order

to test the documents on the basis of structure. In the first step, exact phrase

matching is performed. In the second step, synonym matching is performed. The

average score of both of the previous score is considered as string similarity score.

Ssim =
EPMScore + SMScore

2
(4.1)

Figure 4.4: String Similarity Calculation with the help of wordnet Python

4.7.1 Weighted Sum based Similarity Calculation

The weighted sum of all above results is calculated as follows:

Score(D1, D2)

= (CosineSim(D1, D2)×W1) + (JaccardSim(D1, D2)×W2)

+ (StringSim(D1, D2)×W3)

(4.2)
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Table 4.1: Similarity Scores of all test documents w.r.t the standard template

Documents CosineSim JaccardSim StringSim Similarity Score
Test 1 0.29 0.17 0.30 0.27
Test 2 0.27 0.17 0.22 0.25
Test 3 0.29 0.17 0.22 0.22
Test 4 0.30 0.16 0.33 0.30
Test 5 0.24 0.15 0.16 0.18
Test 6 0.29 0.20 0.21 0.22
Test 7 0.34 0.25 0.31 0.30
Test 8 0.26 0.15 0.21 0.21
Test 9 0.23 0.15 0.19 0.19
Test 10 0.20 0.15 0.18 0.18
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Figure 4.5: Scatter Graph of Similarity Scores of Proposed Technique

4.8 Results

According to Cosine Similarity Measure the document test 7 is most similar to

the standard document while the document test 5 and test 10 are least similar.

According to Jaccard Similarity Measure the document test 7 is most similar to

the standard document while the documents test 5 and test 10 are least similar.

According to String-based Similarity Measure the document test 7 is most similar

to the standard document while the document test 5 is least similar. According

to the proposed technique, the documents test 4 and test 7 are most similar to
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the standard document while the documents test 5 and test 10 are least similar.

A cosine value of 0 means that the two documents are orthogonal and have no

match. The closer the cosine value to 1, the smaller the angle and the greater

the match between documents. Smaller values of Jaccard Similarity Metrics may

indicate lesser similarity between documents but these values can also be erroneous

as the sample was not very big. Higher values of String-based Similarity Measure

indicate that there were more exact matches in the document. It can be observed

that there is not very large difference between the values obtained from Cosine

Similarity Measure and the values obtained from String-based Similarity Measure.

However, the values obtained from the proposed technique match the most with

those of Cosine Similarity Measure.
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Figure 4.6: Comparison of Scores from each technique
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Figure 4.7: Least vs Most Similar test document
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Figure 4.8: Comparison of Results from Different Techniques for Document
Test 1
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Figure 4.9: Comparison of Results from Different Techniques for Document
Test 2
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Figure 4.10: Comparison of Results from Different Techniques for Document
Test 3
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Figure 4.11: Comparison of Results from Different Techniques for Document
Test 4
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Figure 4.12: Comparison of Results from Different Techniques for Document
Test 5
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Figure 4.13: Comparison of Results from Different Techniques for Document
Test 6
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Figure 4.14: Comparison of Results from Different Techniques for Document
Test 8
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Figure 4.15: Comparison of Results from Different Techniques for Document
Test 9

The results show that Cosine Similarity Measure, String Similarity Measure and

the proposed technique compute results that are somewhat similar to each other

and Jaccard Similarity Measure gives lesser scores as compared to all of them. The

reason for this can be the nature of data that is being used in this experiment.

Jaccard Similarity Measure does not work very well with nominal data. It is also

known to give erroneous results with smaller samples. The values produced in

proposed technique are more similar to string-based similarity calculation than

that of cosine. This can be because of the weights that were assigned to each

similarity measure as Sting-Based Similarity Measure was given the maximum

weight.
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4.9 Results Evaluation

To check the authenticity of this technique, the results obtained from the technique

are evaluated in two different ways. For the first evaluation method, a user-based

test is performed and its results are compared to the results of proposed technique.

The second method used for the evaluation of technique is the use of standard

evaluation measures, i.e., Accuracy, Precision, Recall and F-Measure.

4.9.1 User-Based Evaluation

Document Similarity Techniques and Compliance Identification are largely dis-

cussed in previous literature but there is no previous research work which identifies

the compliance of information security documents using this technique. Therefore,

user-based evaluation is being considered as gold standard for this research. The

documents involved in this experiment are reviewed by 4 persons separately. 2 of

these persons are students of information security while the other 2 do not have

any affiliation with the field of information security. They were given a brief in-

troduction about the topic and purpose of research. They were asked to score the

documents for similarities in range of 0 to 1. Every person went through each doc-

ument and produced a score for each document manually. The similarity scores

evaluated by each person can be observed in the table below.

Table 4.2: User-study based Similarity Scores

Documents Person 1 Person 2 Person 3 Person 4 Average

Test 1 0.30 0.25 0.33 0.30 0.29

Test 2 0.25 0.25 0.30 0.35 0.28

Test 3 0.20 0.30 0.25 0.28 0.24

Test 4 0.35 0.38 0.35 0.28 0.34

Test 5 0.20 0.35 0.25 0.40 0.27

Test 6 0.30 0.20 0.25 0.25 0.25

Test 7 0.35 0.35 0.35 0.30 0.34

Test 8 0.25 0.25 0.20 0.20 0.22

Test 9 0.30 0.20 0.35 0.25 0.28

Test 10 0.15 0.20 0.25 0.20 0.20
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According to Person 1, the least similar documents is test 10 and the most similar

document is test 4.

According to Person 2, the least similar documents are test 6, test 9 and test 10

and the most similar document is test 4.

According to Person 3, the least similar documents are test 3, test 5, test 6 and

test 7 while the most similar document is test 7.

According to Person 4, the least similar documents are test 8 and test 10 and the

most similar documents are test 5 and test 7.

According to the average of all results, test 10 is the least similar document, while

test 10 is the most similar document. This result is very similar to the results

obtained from the proposed technique.

The values are rounded off in order to calculate the best possible values of evalu-

ation measures of this result. The scores from proposed technique and average of

person-based evaluation are not exactly the same but they can be said as approx-

imately same when rounding them off gives the same score.

Table 4.3: Comparison of Results of Proposed Technique with user-study
based scores

Documents Average of

Scores by

Persons

Proposed

Technique

Scores

Rounded Off

Scores

(Persons)

Rounded Off

Scores

(Technique)

Test 1 0.29 0.27 0.30 0.30

Test 2 0.28 0.25 0.30 0.30

Test 3 0.24 0.22 0.20 0.20

Test 4 0.34 0.30 0.30 0.30

Test 5 0.27 0.18 0.30 0.20

Test 6 0.25 0.22 0.30 0.20

Test 7 0.34 0.30 0.30 0.30

Test 8 0.22 0.21 0.20 0.20

Test 9 0.28 0.19 0.30 0.20

Test 10 0.20 0.18 0.20 0.20
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Figure 4.16: Evaluation of Results of proposed technique

Small differences are observed in the similarity scores of documents test 1, test 2,

test 3, test 6, test 8 and test 10, while test 4 shows a slight change and test 5,

test 7 and test 9 show a greater difference. The values are rounded off in order to

calculate the evaluation measures of this result.

Table 4.4: Comparison of Results of Cosine Similarity Measure with user-
study based scores

Documents Average of

Scores by

Persons

Proposed

Technique

Scores

Rounded Off

Scores

(Persons)

Rounded Off

Scores

(Technique)

Test 1 0.29 0.29 0.30 0.30

Test 2 0.28 0.27 0.30 0.30

Test 3 0.24 0.29 0.20 0.30

Test 4 0.34 0.30 0.30 0.30

Test 5 0.27 0.24 0.30 0.20

Test 6 0.25 0.29 0.30 0.30

Test 7 0.34 0.34 0.30 0.30

Test 8 0.22 0.26 0.20 0.30

Test 9 0.28 0.23 0.30 0.20

Test 10 0.20 0.20 0.20 0.20
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Figure 4.17: Evaluation of Results of Cosine Similarity

The scores of documents test 1 and test 10 obtained from Cosine Similarity tech-

nique and that of user-based evaluation are the same. Small differences are ob-

served in scores of documents test 2 and test 5 while the documents test 3, test 4,

test 6, test 8 and test 9 show slightly greater differences and test 7 shows maximum

difference.

Table 4.5: Comparison of Results of Jaccard Similarity Measure with user-
study based scores

Documents Average

user-study

based

similarity

scores

Jaccard

Similarity

Scores

Rounded Off

Scores

(Persons)

Rounded Off

Scores

(Technique)

Test 1 0.29 0.17 0.30 0.20

Test 2 0.28 0.17 0.30 0.20

Test 3 0.24 0.17 0.20 0.20

Test 4 0.34 0.16 0.30 0.20

Test 5 0.27 0.15 0.30 0.20

Test 6 0.25 0.20 0.30 0.20

Test 7 0.34 0.25 0.30 0.30

Test 8 0.22 0.16 0.20 0.20

Test 9 0.28 0.15 0.30 0.20

Test 10 0.20 0.15 0.20 0.20



Results and Discussion 59

 

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

Test 1 Test 2 Test 3 Test 4 Test 5 Test 6 Test 7 Test 8 Test 9 Test 10

Sc
o

re
s 

Average user-study based similarity scores Proposed Technique based Scores

Figure 4.18: Evaluation of Results of Jaccard Similarity

Large differences are observed between the results obtained from Jaccard Similarity

technique and that of user-based evaluation. These results dont match with the

results obtained from any other technique. This means that Jaccard Similarity

coefficient alone can not compute similarity between documents specially when

the sample is small.

Table 4.6: Comparison of Results of String-based Measure with user-study
based scores

Documents Average of

Scores by

Persons

Proposed

Technique

Scores

Rounded Off

Scores

(Persons)

Rounded Off

Scores

(Technique)

Test 1 0.29 0.30 0.30 0.30

Test 2 0.28 0.22 0.30 0.20

Test 3 0.24 0.22 0.20 0.20

Test 4 0.34 0.33 0.30 0.30

Test 5 0.27 0.16 0.30 0.20

Test 6 0.25 0.21 0.30 0.20

Test 7 0.34 0.31 0.30 0.30

Test 8 0.22 0.21 0.20 0.20

Test 9 0.28 0.19 0.30 0.20

Test 10 0.20 0.18 0.20 0.20
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Figure 4.19: Evaluation Results of String-Based Similarity

The scores of documents test 1, test 3, test 4, test 8 and test 10 show very minor

differences while that of documents test 2, test 5, test 6, test 7 and test 9 show

greater differences while test 7 and test 9 being the most deviant.

Out of all 4 similarity techniques, the evaluated scores match the most with the

proposed technique and the next most similar scores are of cosine similarity mea-

sure. However, String-based similarity is still showing better results than Jaccard

similarity measure. For the calculation of evaluation measures, the score 0.3 is

taken as a positive and 0.2 is taken as a negative as all of the results are in the

range of 0.2-0.3. According to this assumption, the cases where both evaluated

and proposed results are 0.3 are said to be true positive and the cases where both

evaluated and proposed results are 0.2 are said to be true negative. Moreover, the

cases where evaluated scores are in the range of 0.2 but results from the proposed

technique are in the range of 0.3 are said to be false positive and the cases where

evaluated scores are in the range of 0.3 but results from the proposed technique

are in the range of 0.2 are said to be false negative.

4.9.2 Standard Evaluation Measures

The measures discussed in the following text are commonly used in literature to

evaluate the effectiveness of any proposed model or technique.
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4.9.2.1 Confusion Matrix

A confusion matrix is a summary of the outcomes of prediction over an issue of

classification.

The number of correct and incorrect predictions was summarized and broken down

by each class by counting values. This is the key to the matrix of confusion.

True Positive (TP): Number of positive samples correctly labeled

True Negative (TN): Number of Negative Samples correctly labeled

False Positive (FP): Number of negative samples incorrectly labelled as positive

False Negative (FN): Number of positive samples incorrectly labelled as negative

Table 4.7: Confusion Matrix for Proposed Technique

Predicted vs Actual Values Positive Negative

Positive 4 3

Negative 0 3

The confusion matrix of proposed technique shows that out of 10 results, 4 of them

are true positives, 3 of them are true negative and 3 of them are false positive.

Table 4.8: Confusion Matrix for Cosine Similarity Measure

Predicted vs Actual Values Positive Negative

Positive 5 2

Negative 2 1

The confusion matrix of cosine similarity technique shows that:

Out of 10 results, 5 of them are true positives, One of them is true negative and

two of them are false positive and two of them are false negative.
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Table 4.9: Confusion Matrix for Jaccard Similarity Measure

Predicted vs Actual Values Positive Negative

Positive 1 0

Negative 6 3

The confusion matrix of Jaccard similarity technique shows that:

Out of 10 results, 1 of them is true positive,

6 of them are false negatives and 3 of them true negative.

No false positive value is found.

Table 4.10: Confusion Matrix for String-based Similarity Measure

Predicted vs Actual Values Positive Negative

Positive 3 4

Negative 0 3

The confusion matrix of string-based similarity technique shows that:

Out of 10 results, 3 of them are true positives,

3 of them are true negative,

4 of them are false positive and no false negative value is found.

4.9.2.2 Accuracy

Accuracy is the measure of correctly predicted scores.

It is calculated with the help of the following formula:
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Accuracy =
Correct Prediction Count

Total number of Preditions

TheAccuracyofProposedTechnique :

Accuracy =
7

10
= 0.7

TheAccuracyofCosineSimilarityTechnique :

Accuracy =
6

10
= 0.6

TheAccuracyofJaccardSimilarityTechnique :

Accuracy =
4

10
= 0.4

TheAccuracyofString − basedSimilarityTechnique :

Accuracy =
6

10
= 0.6

(4.3)
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Figure 4.20: Comparison of Accuracy values of all Techniques

4.9.2.3 Precision

Precision is the measure of correct positive predictions. It is calculated with the

help of the following formula:
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Precision =

∑
TP∑

TP +
∑
FP

WhereTP = TruePositivesandFP = FalsePositives

ThePrecisionofproposedtechnique :

Precision =
4

7
= 0.6

ThePrecisionofCosineSimilaritytechnique :

Precision =
5

7
= 0.7

ThePrecisionofJaccardSimilaritytechnique :

Precision =
1

1
= 1

ThePrecisionofString − basedSimilaritytechnique :

Precision =
3

7
= 0.4

(4.4)
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Figure 4.21: Comparison of Precision values of all Techniques

4.9.2.4 Recall

Recall is used to measure the extent of actual positives that are identified correctly.

It is calculated with the help of the following formula:
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Recall =

∑
TP∑

TP +
∑
FN

WhereTP = TruePositivesandFN = FalseNegative

TheRecallvalueofproposedtechnique :

Recall =
4

4
= 1

TheRecallvalueofCosineSimilaritytechnique :

Recall =
5

7
= 0.7

TheRecallvalueofJaccardSimilaritytechnique :

Recall =
1

7
= 0.1

TheRecallvalueofString − basedSimilaritytechnique :

Recall =
4

4
= 1

(4.5)
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Figure 4.22: Comparison of Recall values of all Techniques

4.9.2.5 F Measure

F-Measure combines both precision and recall into a single measure that comprises

of both properties. It is calculated with the help of the following formula:
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F−Measure =
(2× Precision×Recall)

(Precision+Recall)

TheF −Measurevalueofproposedtechnique :

F −Measure =
(2× 0.6× 1)

0.6 + 1
= 0.73

TheF −MeasurevalueofCosineSimilarityTechnique :

F −Measure =
(2× 0.7× 0.7)

0.7 + 0.7
= 0.70

TheF −MeasurevalueofJaccardSimilarityTechnique :

F −Measure =
(2× 1× 0.1)

1 + 0.1
= 0.25

TheF −MeasurevalueofString − basedSimilarityTechnique :

F −Measure =
(2× 0.4× 1)

0.4 + 1
= 0.60

(4.6)
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Figure 4.23: Comparison of F-Measure values of all Techniques

The above calculations are concluded in the following table:

Table 4.11: Comparison of results from Evaluation Standards

Cosine

Similarity

Technique

Jaccard

Similarity

Technique

String

Similarity

Technique

Proposed

Technique

Accuracy 0.6 0.4 0.6 0.7
Precision 0.7 1 0.4 0.6
Recall 0.7 0.1 1 1
F-Measure 0.70 0.25 0.60 0.73
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Figure 4.24: Overall Comparison of all Results

The proposed technique has the highest value of Accuracy whereas the Jaccard

Similarity technique has the lowest value of Accuracy. Although the value of

Accuracy proves the proposed technique to be most efficient, it is important to

take other evaluation measures in account too because accuracy alone cannot

guarantee the validity of a technique specially when the results are not symmetric,

i.e., the number of true positives are not equal to number of true negatives.

The precision score of the Cosine similarity technique is very similar to that of

proposed technique. Precision value 1 indicates that all of the positive samples

are classified as positive samples and none of the positive samples are classified

incorrectly. The Precision of Jaccard Similarity technique is found to be 0 because

no true positive or true negative cases were detected.

The value of recall of String-based technique and the proposed technique are found

to be maximum. The recall score of 1.0 means that all relevant information was

retrieved along with the irrelevant information. Recall score only depends on the

extent of relative information found. As there was no False Negative case detected

in case of String-based technique and the proposed technique, the recall score is

computed to be exactly 1. The Recall value of Cosine Similarity technique is good

but lesser than that of proposed technique similarity. The Recall value of Jaccard

Similarity technique is found to be minimum.
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F-Measure is a combined metric and its value depends upon the values of Precision

and Recall. Since the Precision score of Cosine Similarity technique is maximum

and the Recall score of Proposed technique is maximum, hence their F-Measure

score is also maximum.

4.10 Discussions

• The test documents test 5 and test 10 are found to be least similar to the

standard template in the results of proposed technique as well as the results

of user-based evaluation. Similarly, test document test 7 is found to be the

most similar in every approach.

• The accuracy of model is calculated to be 0.7. In simple words, it means

that the technique gives 70% accurate results. But Accuracy alone is not

enough to check validity of a technique.

• The 0.6 score of precision is interpreting that 60% of its results computed

by the technique are relevant, i.e., 60% precise results are computed.

• The value of recall is 1. It means that 100% relevant results were retrieved

by the technique. However, it does not guarantee that all of the obtained

results are relevant.

• Lastly, the F-Measure is calculated to be 0.73. This value is close to the

value of Accuracy.

• The accuracy and recall scores of the proposed technique are better than the

all-other techniques. Due to good recall score, the F-Measure score of the

Proposed technique is also found to be maximum.



Chapter 5

Conclusions and Future Tasks

It is becoming more and more critical for organizations with every passing day

to secure their constantly growing data properly. Information Security Policies

help organizations to follow certain security procedures. These policies are writ-

ten in ISP documents. Reviewing the whole ISP document and identifying its

compliance to a security standard manually is a very hefty task. This problem of

Non-compliance of information security policy documents with standards of secu-

rity is addressed in this study. A detailed literature review is performed in order

to find more about previously being used techniques and identify the significance

of the discussed problem. A new technique is proposed to identify the compliance

of ISPD with a standard document.

The research work can be concluded as:

1. The most common techniques found in literature used for primary data anal-

ysis for the similarity calculation are Cosine Similarity Measure, Jaccard

Similarity Measure, etc. Each technique works efficiently in different cases

to extract diverse information from the data. Retrieval of the most similar

texts to a given document generally function better with cosine similarity,

while Jaccard similarity is good for cases where duplication does not matter.

Hardly any technique was found to identify compliance of ISP Documents

in the prior literature.

69
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2. However, the new proposed technique made use of Cosine Similarity Mea-

sure, Jaccard Similarity Measure and String Similarity Measure. Weighted

sum of all these 3 similarity measures computes as the final score. This tech-

nique can be used to improve the overall security of the organization because

the first step towards security is the development of a sustainable security

policy and its implementation.

3. 3. The new proposed technique computes better results as compared to

the results of individual techniques. The evaluation of results is performed

with the help of standard evaluation measures. The results from user-study

based evaluation are considered to be gold-standard. The user-study is per-

formed by 4 people with different backgrounds. The proposed model has the

accuracy score of 0.7, precision 0.6, recall 1 and F-measure of 0.73.

4. It can be concluded that the overall accuracy of the similarity score can be

increased by the combination of several similarity measures instead of using

them separately. Moreover, the proposed technique provides a fast way to

compute similarity scores of any given number of documents as the technique

used is scalable.

5. Information Security policy developers will benefit from this work. Organi-

zations will be able to check the legitimacy of their security policy documents

very easily by using this technique. Generally, this study will help to improve

security of organizations so it can be considered an addition to the field of

information security technology.

Following are some of the potential directions for future research in this area that

are identified:

1. Three specific techniques are used in this study. Different combinations of

techniques can be applied to it in future to explore more information from

the security policy documents and identify which combination of technique

works best with ISPDs.
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2. This technique is identifying the extent of similarity between two documents

in the form of a score in range 0 to 1. More functionalities can be applied in

it to identify the exact lines where a flaw is present.

3. This experiment is performed on the documents from the domain of health

sector. Documents from various other domains can be tested by using this

technique.

4. A greater number of documents can be used to perform the same experiment

to further improve the results.
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[20] K. Höne and J. Eloff, “What makes an effective information security policy?”

Network security, vol. 2002, no. 6, pp. 14–16, 2002.

[21] D. Danchev, “Building and implementing a successful information security

policy,” online at www. windowsecurity. com, 2003.
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